



















































	Dictionary of the Computer Security and Incident Response terms
	???????? ??????? ???????? ?? ???????????? ???????????? ? ???????????? ?? ???????????? ????????? ????????????
	$ access control – ???????? ???????
	$ access control list (ACL) – ?????? ???????? ???????
	$ advisory (see security advisory) – ???????????? (???????????? ?? ????????????)
	$ alert – ???????, ??????????
	$ analyzer - ??????????
	$ attack - ?????
	$ attacker - ?????????
	$ authority – ?????, ?????????????? ?????
	$ availability - ???????????
	$ back door – «?????? ???»
	$ brute force – ?????? ????
	$ Common Criteria – ????? ????????
	$ Computer Emergency Response Team (CERT) – ????? ???????????? ?? ???????????? ???????? ?  ???????????? ????????????
	$ credential(s) – ?????????????, ??????
	$ CSIRT (Computer Security Response Teams) – ????? ???????????? ?? ???????????? ????????? ???????????? (?????)
	$ CVE (Common Vulnerability and Exposure) – ????? ?????????? ? ???????? (???????????? ??? ??????????? ??????????)
	$ damage – ???????????, ??????
	$ data compromise – ????????? ??????, ??????????????????? ????????? ??????
	$ data confidentiality – ?????? ??????, ?????????????????? ??????
	$ data integrity – ??????????? ??????
	$ denial of service (DoS) – ????? ? ????????????
	$ distributed denial of service (DDoS) – ?????????????? ????? ? ????????????
	$ dictionary attack – ????????? ?????
	$ eavesdropping – ????????? «?????????????»
	$ eCSIRT (The European CSIRT Network) – ??????????? ???? CSIRT
	$ event (security event) – ??????? (??????? ????????????)
	$ evidence - ?????
	$ exploit – ????????, ????????????? ?????????? (??? ???????????? ????????)
	$ Federal Information Processing Standards (FIPS) – ????????? ????????????? ???? ?????????? ???
	$ firewall – ??????? ?????, ??????????
	$ firmware – ??????? ??????????? ???????????, ???????????? ?????? ? ????????? ????????????
	$ flooding – ?????, ???????????? ?? ???????? ?????? ????????, ???????????? ?????????????????? ??????? ???????, «?????????» ???????
	$ Forum of Incident Response and Security Teams (FIRST) – ????? CSIRT
	$ gateway - ????
	$ honey pot – «???????» ????????, «???????»
	$ host - ????
	$ https (S-HTTP)
	$ ICMP flood – ?????, ????????? ? «??????????» ??????? ??????????? ???????? ICMP
	$ IDMEF (Intrusion Description and Message Format) – ?????? ??? ???????? ????????? ? ????????? ? ??????????
	$ impact – ???????, ???????????
	$ incident (see security incident) – ????????, ???????? ????????????
	$ incident coordination – ??????????? ??????????
	$ incident report – ???????? ?????????, ????? ?? ?????????
	$ incident response – ???????????? ?? ???????? ????????????
	$ incident resolution – ??????????/????????????? ?????????
	$ incident triage – (?????????) ?????????? ??????????
	$ Internet Control Message Protocol (ICMP) – ???????? ?????? ???????????? ??????????? ? ????????
	$ Internet Draft – ???????? ????????? ?????? (????????) ?????????, ????????????? ??? RFC
	$ Internet Engineering Task Force (IETF) – ???????? ?????? (?????????? ??????), ???????????? ??????????? ?????????? ????????
	$ Internet Protocol security (IPsec) – ???????? ?????? ?????????? ?????????????? ??????????? ???????? ?????????? ?? ???????/???????? ??????
	$ intruder -
	$ intrusion detection – ??????????? ?????????
	$ intrusion detection system – ???????, ??????????????? ??? ??????????? ?????????
	$ IODEF (Incident Object Description and Exchange Format) – ???????? ??????? ??? ???????? ??????????
	$ IRT Object (RIPE NCC Database) – ?????? ? ???? ?????? RIPE NCC, ?????????? ?????????? ? ???????? ???????????? ??? ???????????? ?????? IP-???????
	$ ISO17799 ISO/IEC 17799:2000 Information technology - Code of practice for information security management – ????????, ??????????? ???????????? ?? ?????????? ???????????? ? ???????????? ? ????????
	$ ITU-T – ?????? ?????????????? ? ??????? ??????????????? ??? ITU
	$ malware – ????????????? ??????????? ???????????
	$ man-in-the-middle – «???????-?????????» - ??? ?????, ????????? ? ????????? ?????????? ???????????????? ??????????, ???????????? ????? ??? ???????? ????? ??? ? ?????????? ?????
	$ National Institute of Standards and Technology (NIST) – ???????? ????????????? ????????? ?????????????? ???
	$ non-repudiation service – «????????????????», ??????, ??????????????? ??????????? ?????? ? ??????????? ?????????
	$ notarisation – ???????????, ???????????? ??????
	$ Open Systems Interconnection (OSI) Reference Model (OSIRM) – ??????? ?????? ?????????????? ???????? ?????? (???)
	$ OSI Security Architecture – ??????????? ???????????? ?? ?????? ?????? ???
	$ password - ??????
	$ penetration test – ???? ?? ?????????????
	$ piggyback attack – ????? «????? ?????»
	$ ping of death – ???? «??????», ??? ?????, ???????????? ????? ??????? ???-?????? ? ????? ??????????? ??????? ???????
	$ ping sweep – ??? ?????, ???????????? ???????????? ?????? IP-??????? ? ????? ????? ???????? ????
	$ port scan – ??? ?????, ???????????? ???????????? ?????? ? ????? ????? ???????? ???? ? ???????????? ????????? ??????????
	$ privacy - ???????????
	$ proxy server – ??????-??????, ???????????? ??? ????? ???????? ?????? ? ??????????? ??? ????????????? ? ????????????? ????? ?????????? ? ??????? ??????
	$ Rainbow Series – ???????? ?????? ?????????? ????????????, ?????????? NCSC
	$ replay attack – ??? ?????, ???????????? ?????? ?????????????? ?????????? ?????????? ?????????????????? ????????? ? ????? ???????? ??????????????????? ??? ?????????? ?????? ? ???????
	$ Request for Comment (RFC) – ???????? ?????????? ????????, ??????????????? IETF
	$ risk analysis – ?????? ?????
	$ Secure Sockets Layer (SSL) – ???????? ????????? ???????????? ????????????? ??????
	$ security (computer security) – ????????????, ???????????? ????????????
	$ security architecture – ??????????? ????????????
	$ security audit – ????? ????????????
	$ security compromise – ????????? ????????????
	$ security event – ??????? ????????????
	$ security incident – ???????? ????????????
	$ security intrusion – ?????????, ????????? ? ?????????? ????????????
	$ security mechanism – ????????? ????????????
	$ security policy – ???????? ????????????
	$ security service – ?????? ????????????
	$ S-HTTP (Secure-HTTP, Secure Hypertext Transfer Protocol) – ?????????? ?????? ????????? HTTP, ????????????? ????????? ???????????? ????????????? ??????, ???????? ??????????? ????????? ??????? ? ???-????????
	$ Secure/MIME (S/MIME) – ???????? ????????? ??????????? ???????????? ?????? ????????? ???????????, ???????????? ???????????? ?????????? ? ???????? ??????? ????????? ? ?????????????? ???????????? ???????? ?????? (???) ?? ????????? X.509
	$ sniffing – «???????????», ??? ????????? ?????, ????????? ? «??????????????» ? ????
	$ Snort (tm) – ???????? ???????? ???????????????? ??????? ??? ??????????? ?????????
	$ source – ????????, ???????????? ??? ??????????? ????????? ?????
	$ spam – ????, ??????????????????? ???????? ???????? ?????????? ???????? ?????????
	$ spoofing attack – ??? ?????, ???????????? ??????? IP-???????
	$ SYN flood – ??? ?????, ?????????? ??????? ?????????? ??????? TCP SYN ? ????? ??????????? ??????? ???????
	$ target – ????, ???????????? ??? ??????????? ???? ?????
	$ tamper – ???????? ???????????? ??????????? ??????????????????? ????????? ? ???????
	$ TF-CSIRT (TERENA Task Force for CSIRT coordination for Europe) – ?????????????????? ??????? ?????? ??? TERENA, ???????? ??? ??????????? ?????????? CSIRT ? ??????
	$ threat - ??????
	$ threat consequence – ????????????? ??????????? ?? ??????
	$ traffic analysis – ?????? ???????
	$ traffic flow confidentiality – ??????????????????/??????????? ???????
	$ traffic padding – ?????????? ???????
	$ Transport Layer Security (TLS) and Transport Layer Security Protocol (TLSP  – ???????? ? ???????? ???????????? ????????????? ??????
	$ triage (see incident triage)
	$ trojan horse – «????????? ????», ????????, ???????????? ?????????, ??????? ????? ????????????? ???????, ??????? ????? ????? ???????????? ????????? ?????????? ???????
	$ Trusted Introducer (TI) – «????????????? ?????????????», ???????? ??????, ?????????????? ???????????? CSIRT ? ????? ???????? ?? ? «???? ???????»
	$ victim – ??????, ???????????? ??? ??????????? ???????????? ??????? ? ????????? ????????????
	$ virtual private network (VPN) – ??????????? ????????? ????, ?????????? ?? ?????? IPSec
	$ virus – ?????, ????????????? ???????????? ?????????, ??????? ???????? ????-??????????????? ? ????-???????????????
	$ vulnerability - ??????????
	$ web of trust – «???? ???????»
	$ wiretapping – «?????????????» ? ????
	$ worm – ??????? ?????, ?????????????? ????? ??????? ??????, ??????????????????? ?? ????


